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ABSTRACT 

PURPOSE: To allow the IC card to correspond to a file structure of a multi- 
hierarchy, and to obtain independence of a file from an issuer by setting a 
hierarchy number of unlocking information whose reference is desired at the 
time of deciding whether an access to the file is allowable or not, to an 
access condition setting part. 

CONSTITUTION: An access condition setting part 80 is constituted of an 
access key setting part 81 and a logical condition setting part 82, and the 
logical condition setting part 82 consists of a horizontal direction 
setting part 83 and a vertical direction setting part 84. The access key 
setting part 81 sets a key number of a key whose collation becomes 
necessary prior to read-out of a data area, and is constituted of 8 bits 
corresponding to key number. Also, the vertical direction setting part 84 
designates in which hierarchy the unlocking information is used in a 
calculation of OR, and is constituted of 5 bits corresponding to each 
hierarchy. Moreover, the horizontal direction setting part 83 sets a 
logical condition of the key designated by the access key setting part 81, 
and can designate one of AND (»!• is set) and OR ('0' is set) . 
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(2) 

1 

H. 

utt, s«$nTVi-5n (^2) <H©7T'r;v»c^*i&-r 
^nmy7^)v<D^t>(Dmi<Dy7-i}vt, mTc\zmi{ 

■^ntcm2 0y7'i)V t ® pgg«ji±©fiSH« e, . 
>!:KoVJT. MIHm207r'f;l't®Pie«ji±«)fee 

«^gi5s«3iB® 1 ©fiPteif s®«tca¥•r2.¥a<&w■r 
[0 0 0 1] 

Trtia^ n-5 isifcffl© 7 T ^ Mcjsf s T i7 -t X 

[0 0 0 2] 

[«e*©S«] |!£*©I C*-H07r'f;i'«}jtttEIl 
2»r^TJ;5fcgftawlrtt2|sglT«^$nT^ifc. 2 
0 OfSl C*-Hlcrtmsn-5;<*UT*r), BiP&l 

\ziiLm-r^m-<Dmy 7^)12 o 1 ^2pgiicfia 
f*ffi»:<@®^7 7'r;v2 0 2. 2 0 3T«i^sn^. 50 



#M¥6-6 0 2 3 5 

2 

^'f-y7-i)V2 0 2. 2 0 3ti77''jy-->3>'S'JlCffi 
ffi^sn^, M7 7-1'Jl/2 0 lfi«Sc®7:/U'5— >'3> 
T?*ji«c^ffl$nS7r'f;UT*D. ^-HBfjt^ro^S 

T^'jy-v-a >lZ^Wl^tJ.^^ifa-^Vl=¥-2 0 5*t*& 
lft$n-5. &^^75"f;U2 0 2. 2 0 3ICtt7:;'' 

'J'!r—>3>@#©5'-^2 0 6, 2 0 8-t>n-*;i'4^ 

-2 0 7. 2 0 Qumm-^n^, ifu~;vv^-2 o 5 

:^^Ua-:^)l'^-2 0 7. 2 0 9 (OT. Ztl^^f^ 

mtLxmz f=¥-i tBT) tt. 1^77-1' ;i'2 0 1* 

ckZ;i^7r'f;V2 0 2. 2 0 3tC5t*T-57i7-fe7.^W^ 

©*. *ax— 2 0 4 ^^ZSm^y'-d' 2 0 6, 2 0 
8 «cM-r-57i?-b:X*i"It8i:fe^, 

[0 0 0 3] ^^<Di cti-V'v\ty7^)vmmti^2m 

7i'-feX®JW©*tefe2|lg»JcK^Lfc 

2 0 5 i&fig-&-rn«*ax-^' 204 o^f-fs. ^ 

•f. B*x-3' 2 0 6. 2 0 8'v©7i'-t;^feplllt^ 

0, D-^jj>^-2 0 7. 2 0 9S:^'g-rn«. -en-?^ 
n© D ji/=t^-*t^-r ^ 7 7 ;i'©@*x-:5"^©7 

[0 004] 

[^Bj*t^ftti3fr?)SIS] c:©*^;^?^*©*;* 
\z\t2z)<Dmmj^ifiiborz. f^i^Bu, r^-ty^mm 
(D:bmi)^2mmoy7-i)imm(Di§'^\zmMvx\^^^rz 
3mm&,±(Dy7-i)vm^\z\tni$i-r^^:f3:^^i^r;^ 
^. mx\i, =f-y7^)V2 0 2<r>mr\zmy7^)v m 

Tn^-f) ^mm\y1tm'^> □-;<j;V*-2 0 7ttSBT© 
^y7-^ Mzi^\^x\t.ifu-n)Vts.^-t.\^x^mti> 

[0 0 0 5] ^2^mt. iftl-;VV^~2 0 5inii> 

m i-mzMmrm) }tu--ti}v^-2 07. 2 0 9i& 

»6?4< tfc@^5r-:5'2 0 6, 2 0 8 fc7i7-fe:^Tfr 

^iitTS^, f^^t)^. 5!ff#-e^x.'b7i7-b:x-efr 
fiVi <fc 5 ;s:7 yj ^— > 3 >a^r© 77^ ;i/i£tijf£-r s 
;it*^r#-r. 77'fJU©3fiitt^#T;^iio 
[0 0 0 6] *^Wi:i©ct5^«£*©f^®^!£«f*-r 

^&j&©t>©Ti5D. i^mm<Dy7^)vmit\zM^^x 

d^-::3afT#A^^©7 7^;i'®3aS[tt*?i^gT€rs I 
C*-F*gttt-^ii:£aMtUfct)©-r*^. 
[0 0 0 7] 

[siiS'£«*r-5fc*©?a] ±gBsw*^^-r-&fc}& 
3g*^-r«f!c<i07 7'f mmm^izmm-r^7i7 

Ufcfc©T*?>. 
[0 0 0 8] 
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3 

Ufc 7 r -f ;vrigtt S ^ t :^ ^. 

to 0 0 9] 

'J41?«fiE^Fn^. «lS«fJffllg|5 2ttA-h''i7x7<?:LT 
ttCPU, ROM. Am:^gS^T«fiK$n-&*^ 
ttWE R O M ir S n&:/D 7 A ic t) S^SS 

[0010] t U 4 (iBl 2 JC^f <fc 5 iCffllS 

=&7r'f;Utt0 3(r^-r.J;5lc. x- 

hU 6 l*^^31UTViS, 0 3«7r'f;H 1 CD«^ 
SrS^LTiJO, x-:5'XU7S3<i. 4^-Sr2i@*L 

coo 1 1] =^^-tt77-1'Jl'«JCg;^8fi^-eS®*tnI 

$ns. fcfcix, sijcD7 3'-i';nrtti^i;=^^-s^;&wr 

[0 0 12] g^T. +-*iBS^snfc«-&0«!iatc:3Vi 

TBii. m2^^mh-ts.ifi^m!m^. Pisiw^ 
r'r;n i*^a*?snTt>^t>®fr5. Atii:^#g!5 

6 »c$iiffli*^-r. n -7 > mmn^m e «^-n*<=<^-fig^ 

[0 0 13] 7i?-feX$!lffll^a7ICi5^teM31IC:3t» 

TE4s^flgb;a:*te,isigr-5. 04^01 ©rams 
H^uyttoT, 0 2{c^$ns5Sisgopeffl«3fi(c*f 



(3) #li¥6-6 0 2 3 5 

4 

•;^^Tffi^K^n^ (t-yhi*t^-#^iicffis) . m 

ffi®j^7 i®^-^. 7r-i';n 1 ((tsi)®i;>7M 
1" (c-fe>yh-rs„ " 1" \tmm^-i)m'^^^r 

[0 0 14] 'Aizy 7^)13 2 mm 3) iimmnrc 

fflL. 7^±7.mm^m7\zum^^t. yr^jim^ 
3^>]^\zmvx7!7±7.mm^m7m^mt. m 

gt^c?), 7 7-i";n io=^^-tt7 7-i';u3 2icjt*-r^ 
^o-/vvii=^-r$>^ti^^. 7 7'f;i'3 2*tsj?;sn 
7 7'r;n i®^-®«f^fSStt»^-r^iejs 

20 1 affij^^n^. *iiJ6MTtt7 7'f;u2 2 (pgH2) 
®+-ttfis-&$nTVija:vi*t. t>LfiS'&$nTVinfiPg 
^2o«ftefiffi'6>«g^sn5>. («?teifffi®«it^&a 
iK«icMbTtt«-e#^-rs. ) z.<D^. 77'f;u3 2 
o*- (c:c-c+-s^=2i:f 5) **w-&sn?)t, 
%\zw^\^tz^mi:.nmzhxmm'^m.m.i$L7 1077 

-f;i'3 2 (Pg)i3) ®tf>;/h2*«" 1" {C-fe>yh$n 
[0 0 15] yr^JVS 2rt®x-:?X'J7&M 

*-m-r«-&fcoviTfiM-r2.. ^x-^x'j7tt^n^ 

50 n(C0 5IC^-r«3S®7i'-feX*frlS:^fi5€:WLTli 
^:E:tcl8^$n-5«K7'-3'x«J7J:rt«cSSS. 

H 5 K^^{ab®jtJ^t;^oTl>^5^-^'X'J 7®7i7 
■feX^frl9:5eaCT?a5D. 7i?-tX*#^5£g88 0tt7i' 
1:;^+-^^g|5 8 1 «i:lia*#tS3tlH5 8 2 

n, ^m4kt¥m&m 2tt*¥;&iB)is5tse8 3 tan:)^ 

|fi]S^jSSI58 4t*ie.!5:2), 7i7-t.7,^-m^m8 1\t^ 
Sx- 5^ X U 7 ® W U ic 5fe5t o TBa-a-)i)ii£J.S t S 4^ 

•5 8lf«;/ hT«^$n-5 (H y M 1 fcffl 

J;CX^-#^2®+- {k*>yh2) di}g)tSnTV»S. 
[0 0 16] ilii[:&i6]OiSa^fl=t«. 7 7-i'Jk®PgS 
itBiiJcifcv^T, i^i;e±TS^i-±D±fi^{ca&s7 7'f;i' 

®^&1»^®Blftt'^tH"r-5=b®T*»3, 1SIS07 7< 
<fr-5. fiS^^^, S4®»?^WSffi«7 ICiSE^lR}® 

mmmzm^t^. mw-:^fiim^^8 4it. ji®i&a?o 
brzh(Dx&r). ms\zMj!S^n5}dyhxm^^n 
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(4) 

5 

Ijj^^ty h 3*T*s" 1" lc-t:«y hSnxiiOv 

[0 0 17] Sii!iwirsKx-^x'j7SKai-rfc«)© 

K^-r-SfeWT, (" 1" S-fe-yh) t^l! 

?0 r 0" 5-b>yh) Of6inA^$}t3£T^-5. Jl^Tll 

[0 0 18] cn*T®|ffi?qT(ix-5'XU7©|ltm/ 

mi)^mm\z^&-r^. *&x-iS'x'j7®*;5:e.f. 4^ 

[0 0 19] CCT*¥*|B)^5tS?8 3:tectC^illS:&lB] 
iS^g|58 4<DlS:S©tfc>^ICJ:c.Tfil'«r;a:7^-kX$iJfflldJ 30 

^2) tS*U 7r'f;i^3 2 (PgJi3) d^^^rf^ 

sfflviS7:/'j^r— >3 >-vmm 3 n^«*©«*=^^- 

(+-#^1) SWbT^i^'boi-rs. 

[0 0 2 0] t(riB7:/'jy-'>3>ic*tiT. 7 

7'f;V3 2 0x-5'X'J7SSS*ttl-rfc«)iCfiAlittI# 

'J7a)^aib«te{cc»i'iT. 7K¥;^i6ico7i7-fe;^*ff=* 40 
r^>i5^j'*" 1" t^jt-rs. )S5ic, ^(Dx-5'xij7 

*»fT#T?$^fc7i7-kXT#;iti<k5ynxi; 
ltfcv^t#fi. Stt;&i«ii^5Si5®|iiS3lcffiS-r*l35^^ 
1" ctg^trs. ;inica;-:>T^fT#/{i^e3fii: 



6-6 0 2 3 5 

5 

[0 0 2 1] ^ft. ISAH&liES^WMIIrCreLT, ^fr 

lS:T$-5<k5t-r-5fc:*lc«. iiABtaS^OSfitStl 
ICOViT. *¥^|n]©7i7-l:7.^#Sr+-S^10+- 

2 ©^-t©ifea?0(CKJfrs. 
[0 0 2 2] ZL(D^o\Z. ^ff^it^^niLLTzyr^JV 

[0 0 2 3] **J£«1lT«aB;SlBlS:)tSS8 4 ® 

«ijitUT. iiafq©lh^f3*5t.^T«fflT^|iiSS^Sr 
fg^-r^fc©tU&?)^ ZtHzmi^Lfzh(D-r^\tf3:<, 

[0 0 2 4] *tC, giJ07 7-1';l'*'5g|?snfc^©. » 

LT p -avujS^^- t h Tffiffl T # s :i t *W 
^LVi. ::©ASWJ5:«sJi:LT<HA»tIE#^*±tfS;i 
tTjt-p^-S. i@AltiE#^i:tTffi»©7yU^r— >3 

cmxmms^^yr-i)i'^t\z^»t^<n'v\trs.<. 

jtf-r-57i'-tx4^-i bT^gffl-p^^ J; 5 tcr^ c: td^ 
a*bVi. ;i(D^a-JVVU^-0igt^it. IBAsttE* 

n (cSii b &=1r-tt n i 0 r&(D±mm Oyr^MzM 

[0 0 2 5] :Ltit:nm.-r^tc&iz\t, cn*T?3«?$ 
■r*<2>s*^ab4. 02fci5ViT, 

*Ta*?SnTVifc7 5"fJl^*^7 5"f;W3 2T«.0. Sr 

fcirs*?anfc7r-i';i'*^7r-f;i'4 i-c*^^i-&, 7 
7'fji'3 2 t77'f;v4 1 timmz^mmomz-D 

7r'r;u3 2 (nils) *tfr«+-«7r-f;u4 1 (;: 
««H#-r*5jt*. ::ne>©^-SrfflViT7r'f-»i'4 

1 *7i7-feX-r-5C:t«-fe=^^:xiJx^'S«»-r?>7S:«>K 

[0 0 2 6] zLo^'^fs.^m^m'^rs.^-T.xmmizn 

fcJ:5lcl@gr<l:©7^'-;UH&*L.TVi?)*t, -ttlfit 
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7 

[0 0 2 7] ^n^<Dmm^m^^Tz.^M:f3m^m7 

V^Tia?BT-5. g|7tt01(7)7i'-feX©JfflI#a7CD-|iS 

(1) [Xx^/T'l 0 1~1 0 4] 

X = 77'f;VA. Y=77<;WBtbT (2) -^ittf. 

?)*Tfa7 7^;W*fci*5. Si^Wlwfci:l!)OV>fcS7 
7^)ViYthX (2) 'sjitJ. 

(2) [XxyT'l 0 5-1 0 8] 

ixomm^n) = (Y©isi®#^) =Lt-r5. xt 
i^7-r-5o xtYtim--y7^)vxf3.\,m. x= (x© 

nyr^M . Y= {Y®S7r-^JW tUT (2) 
[0 0 2 81 J:®<i;'5ICLT. Xi:Yd«-g:-r§*T 

(2) siKOjg-r. I c*-H-?B02}r^-rj;'9t;v 

^Tt)L^lT?i^7-r^. X:feJ;t;Y©pgeS^&5J]S 

fc*(c la 6 t^^f n-6 # 7 r -1" ;p©isg®#-^*^fieffl s 

[0 0 2 9] ^:®J:'5;Sffla^{M«C.i;t)1$'!r>ft'5^-;^lC 
MiKT€-S> d tg^ 2 ®7 T-f ;l'«}jg®«^*ffll'iTA#: 

[0 0 3 0] cti^-nm^-^nx^^ftyT^Ji (7r-f 
;i/A) *t77'r;i'3 2 mms) -c, «fft:jcss^$nfc 
771" (y7^)VB) *t77'f;v5i (pells) ®*i 

yr-i)V3 2(D-)3i}^1l6\^^V^m\ZiiLmt^1ttb. X = 
7 7'r;l'3 2 -;&7 7-r;l'5 lA^6Pi®3tCS 

■r-5ST^7 7'f;i'S:&i:D, Y = 7 7'f 3 2 

5. c:®Nf. L=3-cs&5. r;:i-cx=Y=77i';V3 
2-e»-5*^e>, iigsi*^e.|igJi3*T?®«teff«?&«^ 



(5) 1$M¥6-6 0 2 3 5 

r.t\zts.^ti^, ;insT?s5?$nTv>fc7 7'f;i'**77 

v>?5:v»©T^BR±^^t;«;iS:Vi. 
[0 0 3 11 mz. ;insTSj?$nTVifc7 7'r;v 
(77'r>'^A) )&^7 7-f>iV5 IT, «r;ttcs*?3n;/t7 

7^)1 (77^;i'B) *i7 7^;i'3 2 0«^lr'^tiT 

t). iigsi*^5it«3*T®i5?«^««?£«j$-rs. ;i© 
[0 0 3 2] ^:n*TS*?^?nTi'>fc7 7'r;i' 

(77-f;l'A) *i77-f ;i'4 IT, ff;ticS*?^nfc7 
7'r;W (77^>IWB) tay 7-1)1^5 l®«-&, X = 77 
'f;V4 1, Y = 77'1'Jl'4 2, L = 4i:&-5o CIIIT. 

xtYttSi&^7 7^ji'Tfe^fcj6, -tn-en©^77 

-f;U<&fct*D, X = 77-1'>'W3 1, Y = 77-fJP3 2<& 
;i©t^L = 3T*-5. |^(ifcxtYlim:^.57 7 
-fJl^Tfe-Sfc*, $?,lC-^-n^n©S77'f Jl/Srfct* 

0, x=77'f;v2 2, y=7 7'r ;i'2 2 

20 T, XtYTjt-SU, ;i®i:^L=2TJ&Sfc8e), 

[0 0 3 3] ^•©te, r:n*7?s«?snTVifc7 7'r;v 
tfifc»cs*?^?n&7 7^;i'*«Ri;T»^i®^t>, ;i® 

[0 0 3 4] z.tit.x(D^mr\i. mm\z't-'/>xt 

u. ig^fr:i--7'>T#5.7 7'i';i'ft*no&nt'cfes 

t. 2&^)7 7-1'Jl'g^-:/>'UTti^g4>(CgiJ©77-1' 

2.7 7-1';l'^&— Si'D-XL, 7i7-fcXLfcli7 7-1'JV 
gS5?UT!£J.S&=^^-SM^Uaitn«/S^S:Vi. 20 

© 7 7 ji' S:3^s jc 7 -feT. -r s i; t ^ 

», ;i©-a®Bas«IO)gUfft>;&itn«;fte>f^J^ 
dti^^st-rsit*, s©:®7 7'1■;^^£l^^f' 

-5. 

[0 0 3 5] :ie:T?ttffim^b©fc*ic. 2:p®9'i'^;i' 

#^ (A. B) ^&ffl^iT2•^©7 7'f;^*I^^IC:t-7' 
40 >-r^«^Sr®'5. :t-:/>^nTVi-5 2-S)077'1';l' 
©5^> i'-^6©77-f;i'£7i'-fe;^-rs*^tt, 
Frt©^-^^JI'#^-C}t)£f 2:P©7 7'f>'l/©l^^ 
:t-7^>'*^St'-5fcii6l:, RAM3ttia8»c:S^TJ:5 
t. 5"-\'^;l'^<i:©«?«21fffi<SJ«7 1, 7 3**-UTVi 
^. fcfcLPiS 1 »^IC2 0©^^:?i;HC^taT*«)ft: 

JC), ^^^)VB(Dm&'^mmm 3 ttP&B 1 icffis-r^. 

7t'-;l'H2:Jtfc;5:Vi, 

[0 0 3 6] «Pteffi«©«j^fcJ:tJf|S«lr:PViT«. 5^ 

50 r^. -rttfi^^ z.n^x^^^)VA^i:xSBxWR^ 
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(6) 

9 

ty7^)VRti;mmmt^^^oMi^mmt. yr 

[0 0 3 7] ^f^mzm.mt^rcs(). 02^*5^^x77 
T-f 3&77-f;i'Rfr*. y7^)V4 ityr-i 
*T©<i?«if«*sfii^$n^. y7^)V5 \ty 

■r^ft)^77'f;i'5 ia:7T'i';v4 3t{c 

[0 0 3 8] JlW^fflSSrf'^TcD'^r-T.fpl'iT^aiC 

WmT©aOT*2>. (1) 1 1] -39 

7 T 'f P i: 7 7 ^ R 6 5" -V A ©^^M 

>-c*5 7 7'f 1 ©«-&-ci!EiiittWbfc;^stcfc 
^. ) , 

(2) [Xx«/yil2] 

7 7 'f JVQ 1 7 7-1' ;i/R ®M^g*^ 6«ifr'<#is&s#^ 
i~L***5 l^i^:t-7'>-e#s 
7 7'f JV»7it 1 ©«^-C|!EJclttMbfc;^&lc:i|S-r 

-So ) o 

(3) [Xx>y:/1 1 3] 30 

^mmz^vx\t. W3i^n^y7^)Vi)mt)'^x\^^u 

[0 0 3 9] ±|20#J«ti. 77'f ;l'4 1 S:77'1'JI' 
P. 77'f;l'5 l$77'f;l'Q> 7 7-1';V4 3<&7 7'r 

JI/Rtl/fc^i^. j*:cDJ:'5lc;a:-5. «D»!ttSI*08 

?>i. ±E (1) ©^aaicjco. 5"Y*-'i'A©»te«s 

«pgJil i:PgJi2!&t#}^$nBl 0OJ;5(c^2>, 

±E (2) OjaSfc:<fcOL=3*t*^ 0, (3) Offia ^ 
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